ZAILH Alex Gao &k , FEUE) BB EE B B4 E :mail@alexgao.com. KB
1708 http://www.alexgao.com (FiFFFiE , 35iF linux)

—. 48

HAEBELE , ERMEAREH , EBHE EPMERRIRIBINA , g Web, Email S—HR#BUR MBS L
WA (A https, smtps ZHi5t) . FALA , BRNBEEMER SRS , MM SFRYEEME.
SRR ARG RH T —ME LMNETFER. MATEET PGP FIUNENFTINE L D, Bl §54E
TE—NERHENEE | URFICRID FRAR BB MEBEHRE , HASEREENZ BRI
B -

GnuPG Z— MR TR FRINE (PGPSR 41+ | f8FR GPG (RAEAMERCEH
PGP #1 GPG 4T ? = ) . Sl AR, EHANEFERAEERERR
— RS TINEABE . FIIMRINEE AERSE abe” , N R EM abc A 1T,
XHRPFE—NES#E , FAEBIE—BRNEERREAFNOAA. W8 , RXBXFINE
FIIEEBRELIRNAIRE | R AR BRBAERERSA SECARIIEEMBELR. B
PRAMAGRIEYRAO AT ACRLEXS DT SERIYE ? R , RIRAIAIEROERTE R T HIA | 4R
HERBHRABTRE T .

FEXIFRINERARER—FEE. ERBHRTERIESR , — ARG, F— IR
9. NARTULATIN , IRREIEEEEAH A | ASHF—ERREF ML ARE.
SURABEURRIRGR | ST AR ER T . FARK | T RRLIRER
PRI NAINE IR RS R INERE R REEMIRORS M. X, ROV R EBRT 4RLA
SMNRBRIAFHEYRAIFAG | BTLARMER AB R REAFOMEE B ETTERE  EEER
BE AANEAT. EAMAMEREOTLE. BBk  SLERAPEME | XA EBAE
fpm. BEWREMERER  BAEEEINNH.

SRR SRR A S, &ZEZWOTRERXEN PGP 7 , AT EE1 Bl 4
HAMEE. MTMEERe BRI EREBRYS AR EEFTEMENE , 2%
EZNER  BREGTUERENEN RS 4. RINHEE N ER%FEITIREN GnuPG 4t
PHTE BRI .

—. ERB:

1.5 REHAX
LM GnuPG % , BCHRAEEAXS , BT :

# gpg —gen-key


mailto:mail@alexgao.com
http://www.alexgao.com/

gpg (GnuPG) 1.4.5; Copyright (C) 2006 Free Software Foundation, Inc.
This program comes with ABSOLUTELY NO WARRANTY.

This is free software, and you are welcome to redistribute it

under certain conditions. See the file COPYING for details.

B EERNER AT

(1) DSA #0 ElIGamal (2ki\)

(2) DSA ((WAT%#2)

(5) RSA ({XBT%4&)

BREE 2 1 — 2B 1 oJLUUATNE XA TEE
DSA #4Ax4H 1024 {1,

ELG-E 4K ENTE 1024 15 4096 12 |8,
TIRERZRNELARST 2 (2048) SR ilpfgy , (A |, Bixe , BEREHE2
SIRESKERAA R & 2048 fiu

HRE X EAANE IR .

0 = B4R HA

<n> = #4H7E n Kty

<n>w = Z4A7E n FFITH

<n>m = %47 n B/F3HA

<n>y = B4H1E n FiRidH

BN BERIIRE 2 (0) O —RIBSLPRB I ZE 4R R
BERAORA T HR

PAETERIG 2 (y/n)y < HiA

BEE—TAFPRRCRHERENES ARG REEE, ITRMEFHtaa &
BAFRR , TR -
“Heinrich Heine (Der Dichter) <heinrichh@duesseldorf.de>"

H3#E4 - Hyphen Wang —BEEAASMZ , FEHAHE

B Rt : gpgencrypt@linuxfly.org <~ BRAAEAARIC Y — , TEEEE
7% : Use for GPG Encrypt < {LEIERME

e T XA FIRA

“Hyphen Wang (Use for GPG Encrypt) <gpgencrypt@linuxfly.org>"

BREE(N), ER(C). Tl (E)eisE(0)/1BH(Q) 20 —HIA"O A
EHEE—ERRIPENRSE.  —MARXBTIEMANER , 50, FEATTEE
X

HNBRAERKERREINFTT . IMHRETTUAS ML (R ERFTRE. B3
AR, EEREZHKN)  IRUBFERESBERFHNRIREE BRUBE.


mailto:gpgencrypt@linuxfly.org

Fttttttt b A

fEIFPIABL. FEM—LHARDE | LMERMERR REEIE LB !
(EFBE274F7) —iT—EWER , MEERFTRISE LR
HANFERERAENEIFT. XNHMRETTASMLDE(GRESTTRE. B3

AR, XERE RN , IRUMTBFRERE R FHNSRKEEBHUEH.

++++++ bbb <
F+H+ANAA

gpg: B4F A3942296 BARMCHLEIHEE —EHID

NEPAFELERFFE R,

gpg: IEERE(SEREURRE

grg: TE 3 HR(EAEM 1 HTR(F4E . PGP {S4EEEY

gpg: FEOB¥M: 2884 : 0{3/FE :0-,0q9,0n,0m, Of, 2u

pub 1024D/A3942296 2008-12-19

®4RFELr = E95E 1F77 6C4E 33BD 740C 19AB EEF9 AG7E A394 2296
uid Hyphen Wang (Use for GPG Encrypt) <gpgencrypt@linuxfly.org>
sub 2048g/911E677B 2008-12-19

2. BN EW

WA AR T |, BRI — N AARMGES |, IIRETE T BRFAPMO ST E T
ERBEHED  BOTARAXMERREIBLARTH A AR EER. A EIBHERHEDE -gen-
revoke”,

gpg —output revoke.asc —gen-revoke mykeylD
Hrh mykey SERTTARTRZ4IIRR , FEREBGERHAE revoke.asc TR , —BEBGERHA
B, LABTRUEBSIASE RSt hla) , EELARTI ARt T .
PS:iiR—HREMIEE L LENAY SIS ZEANEYOED AL E R AR S 25T BB TAE.

gpg —keyserver Server Address —send-keys mykeylD

3. ®HAN L%

YU ERTHESERE , ATILROTEEZHARKIRER A , EolLCBAAMFEHE  REWEECHD
AEL , SREE—MEHNFEME LRI 2B MNRARS S | A A oTLUEE R 4tha /248
D SRR RFARIGERI .

BTN p2 T LLKARIS key RADEIARS % L -

gpg —keyserver Server Address —send-keys mykeylD



PS: RO LAE IR S 25 key server , —RRERIF IRAOEKIA key server #B2
subkeys.pgp.net, 4R ETUBIEEH.gnupg/gpg.conf HHE keyserver {58 EBAFRI key
server,

4. ®F\NSH/ FA

BB EFESHAPMABRFER , DALARTUSHRALE , EEFESUMREFT B
YRBRXT LK AR KBS
- NN
gpg -0 keyfilename —export mykeylD

WRIEE mykeylD NERHEIBIAEE |, -0 RomBEISHH keyfilename 51, gnRnt-a
HSENEHE AR ASCIH )RHEE , BNHMERE - HHRER.

- FENHLE

gpg -0 keyfilename —export-secret-keys mykeylD

WRKA mykeylD MEEGEABIFAER | -0 FoNBILEISCHF keyfilename &, 2pRH0E-a
RS NEMEARARER , BUELRE—HERIKER.

- BERIA

gpg —import filename

PS:FAFTILAMEH gpg —listkeys i@ EBRETBNFAT &H.

5. MEBRENYRFLES

BT ERNERERARLNARRIE  MENBRELRLFEER S Ao LUBE ERaIhsekiiz)
REMAEMLE T EH B O EIRENE .

R patterson BLF - liyang ZiEx—MINESE |, WIAETLAGER liyang BA3I0E X304 | 7
HXAHBRE liyang ERECHEAA TTABEES. TEALINFBRENLSE

- P patterson fEf liyang BN test , EATHEIKIES :
# gpg -e test

You did not specify a user ID. (you may use “r”)
Enter the user ID. End with an empty line: liyang

Added 1024g/C50E455A 2006-01-02 “liyang (hello) < liyang@sina.com>"

XEE, BUETLA¥ gpg.conf STAFNNE R test.gpg , —MRA P RITARER



PS: 44K O] A B HedE e (WA A B A B T ANz
gpg -e -r liyang test (-r RFEERF)

BT A L% —a kB ASCIT %8 #) X H# test.asc (test.gpg £ =# H %56 » R A
R

gpg -ea -r liyang test

- AP liyang {8 B CRFRAARBREESE , ITHR :
# gpg -d test.gpg

You need a passphrase to unlock the secret key for

user: “liyang (hello) < liyang@sina.com>"

1024-bit ELG-E key, ID C50E455A, created 2006-01-02 (main key ID 378D11AF)
GnuPGi2TRAIF , TEMAL AL RERNER :

Enter passphrase:

gpg: encrypted with 1024-bit ELG-E key, ID C50E455A, created 2006-01-02

“liyang (hello) < liyang@sina.com>"

PS: otz , #FoTLANN -0 SHCKISEINEARE RO S |, Fitn

#gpg -0 doc.gpg -er name doc

Hrp name @R AME , BIERSUGRIEREE .

doc AZEMEMI , RRSTE

doc.gpg AT/ EMNMNENI S , XERSIEEHF A

- NXFHITER
1. ¥FEx
I
#gpg -0 doc.sig -s doc
Hrpdoc &304 , doc.sig BT FIHMEE , BZHFIK., XM mLSSZRIFHMALR
SR SEAT IR

#gpg -0 doc.sig -ser name doc
BREZ 3Nz


mailto:liyang@sina.com

#gpg -0 doc.sig —clearsign doc
XEFHER doc.sig RIBFEE RMMEE , HPEERAN , MERSHEARE.

#gpg -0 doc.sig -ab doc
doc.sig (REFEEZ , MBS BN EEEFEHNELZES T,
b XRABAL 4 detach-sign

#gpg —verify doc.sig [doc]
RUFZ BIIARSAHEBRAE , TABREE , &EdEZM LR , B)/aEK
doc,

o TWRLEMAFEECEBTIEE)
REEES LY, RET ARAARMITUSHRZLHEEBR , EREXGRNAT , A/t
TR BN, BRFEEAREEH0TEE.
ALY , 7£ GPG 775 AT — M ERMEERS | DASBIENX AL R-ERN | P2, x4
FERFRAETERN , TREEEUEE.

LWEIRAR LRI B GPG EMAFAEEMRMATEERMMT NG  BENE BN X &
RUFHTFESCREE” (fingerprint) . B0, FAIX$KE mike BIRRHALTT ARIE , 3£H GPG &51%k
MNAFEXNERHIMMETEER | X0MR , B TERE MO TR X F a7 8 SURE 7,
MRS ZPITIBOIT

$ gpg —-fingerprint mike@hairnet.orgpub 1024D/4FO3BD39 2001-01-15 Mike

Socks (I'm WIRED) Key fingerprint = B121 5431 8DE4 E3A8 4AA7 737D 20BE

ODB8 4F03 BD39sub 1024g/FDBB477D 2001-01-15%

XEE, MAERBUE PR T HIELUER | FERZEM—N. AT, TIFTHRIES mike , HAFHE
5. Bt , MEBRELTNTEY ; X, i AUNELESERMt4A. 1R Mike #N T XPHE
15, BAVATTLARBE XN BERRSTERN. H TR, TR TEZIRE , UK ERKE Mike
M BFEABRANEE , RS KPITERWT :

$ gpg —-sign-key mike@hairnet.orgpub 1024D/4FO03BD39 created: 2001-01-15

expires: neversub 1024g/FDBB477D created: 2001-01-15 expires: never(1)

Mike Socks (I'm WIRED) pub 1024D/4FO3BD39 created: 2001-01-15 expires:

neverFingerprint = B121 5431 8DE4 E3A8 4AA7 737D 20BE ODB8 4F03

BD39Mike Socks (I'm WIRED) Are you really sure that you want to sign this

keywith your key: Ima User (I'm just ME) Really sign? yYou need a passphrase to

unlock the secret key foruser: Ima User (I'm just ME) 1024-bit DSA key, ID



D9BAC463, created 2001-01-03Enter passphrase:$

PATEIL, , ERENITARTTR T X Mike IARIEZHRE | HTFARINNARKAZ T AR SZ
BRBETHAEC. XAMHINE Mike A £ WEZESREENRNE Internet R, FAMERMAE
| WHERINBCHAR , RIET I EAHET Mike, XE— NS ABRARFTH RIS B -)
SR RN RE RO MIX AR ARSI A R BLA AW 2
WREBIERXE, KEFMT MR LN ZERTIRNGSE

gpg —check-sigs mike@hairnet.org

LEYIFHEK , BRRNOEEER. AR, EEEZARASRE T BRI, BRREAERE—
A& Mike g | BT Mike FIRRL , BATRIEHEZHHKBT Mike , BRABNIBUSAE T X &
R M2, HAIBOTLAEE Mike L BHUETR R

ATEMRZE , GPGEs INT F—IHIZIEE : T[{ERA (trust level) . ERE , BATTLAAEN
B IRRMAEEIEE TSR, Hign , BMERIIANE Mike BIRRLETTEM , ERSFR ARG
{54E Mike FEXTH AR RLE ZRIEOFIET ; FAi 148 , Mike iF Rxd/ Dttt 7 &4 |, (BENRETFE
WRE—E.
RETERANH L TPITIERLT

$ gpg -edit-key mike@hairnet.orgpub 1024D/4F03BD39 created: 2001-01-15

expires: never trust: -/fsub 1024g/FDBB477D created: 2001-01-15 expires:

never(1l) Mike Socks (I'm WIRED) Command> trust 1 = Don't know 2 = | do NOT

trust 3 = | trust marginally 4 = | trust fully s = please show me more information

m = back to the main menuYour decision? 2Command> quit$

T SIRBINRETHIT trust , ARIFEFEH) 2 (1 do NOT trust) , XEEAIRWT TAEMA{EESE | £5
NERAEBLIERTT Mike 4,

6. MERE 4
MFLEAEARIFEMIBRE4 :

# gpg —delete-secret-keys hyphenwang@redflag-linux.com

gpg (GnuPG) 1.4.5; Copyright (C) 2006 Free Software Foundation, Inc.
This program comes with ABSOLUTELY NO WARRANTY.

This is free software, and you are welcome to redistribute it

under certain conditions. See the file COPYING for details.

sec 1024D/A3942296 2008-12-19 Hyphen Wang (Use for GPG Encrypt)



<gpgencrypt@linuxfly.org>

RNARIAEBIBRITERD 2 (y/N)y
XRE—IERE | —ERERBIBRS 2 (y/N)y

WSEMERTAER , AR GBI R4A.
WA AARIFE MRS

# gpg —delete-keys hyphenwang@redflag-linux.com

gpg (GnuPG) 1.4.5; Copyright (C) 2006 Free Software Foundation, Inc.
This program comes with ABSOLUTELY NO WARRANTY.

This is free software, and you are welcome to redistribute it

under certain conditions. See the file COPYING for details.

sec 1024D/A3942296 2008-12-19 Hyphen Wang (Use for GPG Encrypt)
<gpgencrypt@linuxfly.org>

RNARIAEBIBRITERD 2 (y/N)y

= . XS BRI

4R GPG AHREF L BN RMEINGE  INRRATERY  ERAEBMENT (X,
XENBBA—ERFALANED , BXTUARERE)

gpg -0 doc.gpg -c doc

.GPG ¥ REH:

VBTA 1 gpg [ETY [3Tf]
7. BE. MMETHBE
ARNHHEAE B AZTET E

g4 :
-s, —sign [FE] E£R—hEF
—clearsign [34&8] “£H—HIIXEF

-b, —detach-sign A—HNBHREF
-e, —encrypt  NEEIE



-c, —symmetric {{EBXIFRINE

-d, —decrypt fBEHIE(EIN)

—verify  WIEEF

—listkeys  FItz4R

—list-sigs  FIEE4AFIZTF

—check-sigs  FIHFHFRERPLF
—fingerprint  $-HB4PFNFELL

K, —list-secret-keys  FI-HF.4H

—genkey AR—RIFHEART
—delete-keys  MNREREARGAE WIzE4R
—delete-secret-keys M FAEH4ARLIRE BsB74R
—sign-key AFEIEEARMETF
—Isign-key  AFIEEARMAIEF
—edit-key YiE ST R AR INET
—gen-revoke  AR—BEHUET

—export SH=E4s

—send-keys FERAFEEIFEN ARSI L
—recv-keys MRS LS AE4E
—search-keys LRGSR LESES
—refresh-keys WIS 2R EH B A4

—import SAN/EFHE4EH
—card-status FTEPERE
—card-edit 5 SN

—change-pin H¥ER PIN
—update-trustdb ~ EH{ELELUERE
—print-md &% [3044]  {EBIEErESIBEIEFTENR S IE

1EIN

-a, —armor s ASCII 3
-r, —recipient KR olr4F RN
-u, —local-user ERX A FRARE TR RE

-ZN REFEEZSF I N (0 RRAELE)
—textmode {3 FRPRHERSCAE T

-0, —output FeE 30t

-v, —verbose RS

-n, —=dry-run Mg ferzE

-i, —interactive BaarsTiain

—openpgp T A EJE OpenPGP ENX



—pgp2 A RS PGP 2.X FREHIR

(B EELRBBARB A S FMEH TR B H)
30

-se -r Bob [3¢44%] & Bob X/MEHFALF RN
—clearsign [XX£&] MHBAXEF

—detach-sign [3t#44%] MHESBREF

—list-keys [HFA] BRE4

—fingerprint [XF] B RN
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